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? mooted la a oopy of a interrogation report on poa Enrique 
IBKP vbp narked at OKU 4 SKL III» 1943 * 1944* thereafter serving 
vith ttye I Groups man end SAN RKHO as aaelatant cryptographer ..• . 
^nd translator* 

I teas of partioular interest are t 
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Paaes 9-19* Details of oryptanalytio work on British Naval Code 
" " (MjiaoSon) (Braun - Auxiliary Vessels). 



"Traffic beoane unreadable on 1st January 1944 and continued 
to he so" ■* page 10* 









(a) Naval Cipher No* 3 (Frankfurt). - No auooeaa after ’* '' 1 
February 1943* 



LOXD and 00 POX. - Traffic read until the end* 
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Go m Wo; 

gIRgr vmATTXn DIP ERROGATI ON REPORT ON " “ 



TgMP Bnrlcius. 



Name 

Bazik 

Unit 

Function 
F.P. No* 
Captured 
Secret No 
Interrogated 



i TEMP Enrique. 

: Matrose (Civilian in equivalent rank) ■ 

: "B" GRUEPE SAN REMO (German Navy) . 

: Asst crypt eg rap har & translator, later 171 Mechanic 0 
: 02516 (?) 

: 10 May A5, GENOA* 

: NA5/611 

: GSD3D/CMF 1 •* 12- Jun A5» 
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1. HfflftMBIg 

IV Is a fairly bright young nan at 26 of mixed German and Spanish origin. 

He claims to be a Spanish subject. His story is an unusual one, and his manner 
dees not Inspire confidence; at the same time there seams to be no obvious reason 
why he should want to mislead, unless he hopes to be repatriated to SPUN, thereby 
avoiding interims rfc . He talks freely, almost too willingly. Technical information 
is believed to be fairly sound. In spite of Ihe fact that FT is not a cryptographer. 
FT speaks English, German, Spanish, French aid a little Italian. 



Reliability: Shir. 
2. HISTORY AND MOVEMENTS 



(interrogated by A.G.B.) < 



29 Aug 1918 



1 933 - 38 
jul - Aug 39 

Summer 41 
Mar A3 

x*pr » 43 
Deo 44 

23 Apr 45 



Bora In BARCELONA as the son (posthisoously) of a Spanish father, 
Guillermo TEMP, and cf a German mother Maria nee KUNZ, His 
mother remarried, In 1927, a German teacher, SCHAEFFER, who owned 
a private school In BARCELONA, (SCHAEFFER, barn In 1900, served 
as a naval cadet in the first World War and joined the German 
Navy again during the present war. He ocmes of naval stock, om 
of his unples being an a dmiral) . 

Visited Genian High School at CALLE MOYA 4 , BARCELONA. 

Went to BERJJN to learn pharmacy. Apprenticed to Messrs B IEDEL E 
HAHN. 

Started work at Reichsveremigung Chemisdhe FASERN. 

Called up to German Navy, aid on account of his knowledge at 
English, posted to Cxyptogrophio Service. (CKM SSL CHEF MNDJH) • 
Started work after a fortnight’s course. 

Transferred for reasons of health to ITALY, and pasted first to 
"B" Gruppe NERVI, later to "B" Gruppe SAN REMO. 

"B Gruppe" SxiN RSIO left for GENOA, bub was stopped by a Bartisan 
road block at COGCUETO. FT Intervened and organised Ihe bloodless 
surrender of the group, consisting of an offr and 40 QRs. Remained 
with Tertis a ns. 

Reported to British Naval Officer at GENOA, aid taken into custody 
two days 3a ter. 



10 May 45 



V 
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% CRGAMI3&TKW OF GSB BN 1LVY INT ERCEPT SERVICE ("B" DIENSl), 

A, GERMAN j&VY HIGH COMMA ND- JLVAL W AR DI BEQTO&.TES, 

PER MARINE- SBMRj ^ S^TUlCgf - hereaft e r referred to as 



CBM SKL.) , 

Fff knew cf the existence cf fccr Naval War Directorates (SEEKEEBG- 

LEITUNtEN cs SHjJ numbered 1 to 4, which he described as the "taotiaal aaanands" 
af the German Navy High Cctaaid (CBM) • SKL A - known as 4* BEL after 1 May 44 - 
controlled the four HQs or bureaux dealing with the JBr val Sigs Service (1&RIKE 
NACH3ICHTEN D3ENST a MND) - see £. below. 

B. HQs NAVAL SIGS SERVICE (CHEP MARINE NACHRICHTBT DIgjST = Chef MND) . 

Until 1 Mhy 44 there were four HQs of the German Mb val Sigs Service 
u/c SKL 4« These were coiled Chef MND I - IV, their full address always being 
proceeded by reference to High Command azd Directorate, for instance CKH SKL Chef 
MND IV, ' 



Chef MND I &) dealt with German Navy Signals System and awn codes 
" " II] and ciphers. 

Chef MND III dealt with Intercept incl. DP and Cryptography ("FUNK 
ATJFKLiERUNG" or ''BEQBACHTIMGSDIBNSr 11 = "B" DIBNST aid 
ENTZIPPEEUNG = EZ). 

Chef MND IV dealt with Radiolocation and Defence against Radio- 
location ("FUNK MESS" i.e. "QRTUNGSSES3N und ASDIC 
iiBWEHR umr"). 

After 1 Mhy 44 these HQs were known as 4 SKL I - IV, all under 4* SKL, 
C, % SKL III (Former ly CKM SKL CHEF MND III) 

This HQ, till 1 May 44 Chef MND III, when itB organisation t?is the 
same, is best described under its respective functions of Cryptography, and 
Intercept and HP. It may be assumed that an the advice of the Referate dealing 
witti cryptography the HQ controlled the intercept and cryptographic work (low- 
grade only) carried out by the Naval pp and Intercept units. It is not certain 
whether the HQ also controlled Admin and teohmcal matters m these units, 

I. Cryptographic Service (BERLIN) 

FIT does not know hew the Evaluation Dept (AUSWERTUNG) fitted into the 
f organisation. For purposes cf cryptography werk was organised into two "General 
Ref orate" aid a number of '’Referate", Seos and Groups, 

(a) The "General Referate" 

These were two in number, one called General Ref emit "F" dealing with 
ROYAL NuVY traffic aid RUSSIAN NAVY, aid the other General Refezat "?" On "AMERIKA 
Abteilung", dealing with US NAVY, As RT Joined the organization in Mar 45 he did 
not know haw work was subdivided aaoxg Referate - general and ordinary - in the 
days when the French, Italian, Jugoslav and Greek navies etc had to be watched on 
the air, Rf only knew the organisation of General Referat "F" • This was sub- 
divided in several Referate aid smaller seos or groups, according to countries, 
type of traffic, tasks aid geographical subdivision of enemy wireless networks. 
Sea (b) and (o) below, 

(b) The Referate cf General Referat "F" 

There were some five Referate in all, which had both a name azd a 

cover- name. 
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Ref e rat 



FU Ref e rat 
Fn Referat 



? Referat 
? Referat 



Coyer name 
iBANKFURT 
MUENCKEN BRAUN 



MUaJCHEN BLriU 



KCuSUm 



Funoticsi 



Worked an High Grade R.N» codes* 

Worked on R.N. Auxiliary Vqbs els code 
in use in HOME W..TIRS and ATLANTIC as 
far South as FREETOWN (reoipher chon rung 
twice monthly) • 

Worked on R.N, Auxiliary Vessels code 
in use in MEDITERRANEAN and INDIAN 
OCEAN (reodpher charg^hE three times a 
month) * 

No details known. 



GALL3EN 



Worked on Russ lan Naval traffic. 



Bn Referat ? 

(after Deo A3) 



Work included that an Naval Attach! s’ 
traffic (see further (o) halos) , 



One Referat dealt with SWEDISH Naval traffic. 



(o) The Secs and/or Grou ps of General Reforat "F" 

These were smaller nuclei in General Referat "F" fanned either ad-hoc 
and dishanddd when work was ended, or permanent sub-divisions of General Referat 
"F 11 whose functions were not large enough to warrant the for nation of a Referat* 
(NOTE: for the purpose of this report a Sec will he the name given to the former 
type cfzruoleus, and a Group that given to the latter type). The groups were 
eiiher run as separate nuolei of A SKL IU, or worked as specialised subordinate 
units of various Ref era te. FT remembered 



SBhs; 

STETTIN 

HAMBURG 

BREMEN 



- formed after the sinking of the BISMARCK, and only existed for 
about a fortnight. 

- no details known. 

- Worked from about A2 to 4A» an Naval Attache’s traffic. 



Groups 

FRITZ OTTO (Fo) 



formed about end 43* Worked for Pn Referat (MDENCKEN 
BRAUN) on differencing. 



FRITZ MAX (Rn) 
FRITZ Quits oh (Fq) 



formed before A3* In Doc A3 took over the STETTIN, 
HAMBURG and BREMEN Seos, and became lia Referat. 

dealt with Crypto work at the Naval Main DF Stns (see 
II, b. below). Worked on taotical codes such as "LOXO". 



"K" Gruppe 



werked far Fu Referat. No details known. 



"ROLL" Gruppe 



dealt with "rolling" for all Referate and Secs and/or 
Groups working on reoiphBr breaking. 



NOTE; The H(MJ3RITH Abteilung which ray or may not have been part °f °rcn was 
available for special work. 

(d) Personnel 

A staff of about 700 to 800 civilians and Naval (inol Army and G**F trans- 
ferred to Navy) personnel, rale and ferale, warted at the HQ aid. in Crypto and 
Evaluation, Training was given to ALL personnel in offices by means of a 1A 
days course explaining generally the type, purpose and methods of the work. 
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Cryptographers attended the same speoial course which a3so lasted two weeks. Bf 
stated that after 43 the QKM was constantly short of English speaking personnel* 

He also stated that he had been offered facilities to beoane an expert in crypto- 
graphy*. but that he had declined it* ("I felt that through ray work I might do 
harm to a nation whose enecy I - a Spaniard ( l) - an HOT") • GAs only got special 
trg by working - unofficially - under on i/o watei (WHLEITER) and trying to 
improve their knowledge* NO special course was held as in OKH* 

The staff worked in drifts called watches (WHEN) under an i/c watch, 
(W-.CHLEITER) usually a PO speoialiaed GA, Each watoh consisted of approx 10 people i 
1-2 GAs aid 8 statisticians and translators* Rotation of watohes proceeded as 
follows: 



an 3 days from 0800 to 1600 hrs. 

" " " ■ 1600 ■ 2300 M 

'* « » '» 2300 n 0800 » 

one day, off duty- 

two days of "extra watoh" (H.USRACHE) from 0900 to 1500 hrs, 
then as fraa the beginning again* 

Security regs were strict* The official secrets aot or regp were read 
out to personnel every month* 

Office equips it was scarce, euoncmy being the motto* Clerks had to 
iny their own India rubbers outside and even getting a pencil was a task cf sane 
difficulty* 

1 

II, naval DP and Intercept Service 

There were three types of station set up for UP and Intercept, knam 
genenoally as "B" - STELLEN, or , from a oxyptographin point of view, AUSSENSTEEiEEN* 
Though the nain work of most of the stations consisted of intercept of W aid EX 
t raffia, th<y were all referred to as DP (REEL) Stations, i*e* Naval DP HQs 
(MARINE REEL :3TEELDNDEN = M P Abt), Naval Mam DP Stations (MARINE EE3L HAUEE- 
STEEJtEW = MEHS) , aid Naval DP Sub-stations (MARINE PEIL NJEENSTEELEN = MENS) * 

There were also small dots called "B" - G8UEEEN. 

Traffic intercepted of RQTAL NAVI, US NAVI, RUSSIAN & SWEDISH NAVIES , 
was sent m part by TP to 4 SKL III* Approx 2,000 messages a day were received 
in BERLIN from the A'ussenstellen, ( Details sent by TP were the heading or preamble, 
aid the first five and last five groups of all messageo) * 

(a) Naval DP HQs (MP Abd 

These were the largest fixed stas* Ac cording to BIT there were two in 
existence, one (MP Abt DEUTSCHE BUCKT) at WHHEEMSIftVEI^^G the other 

(HP Abt ILANDERN) at BRUGES (till mid-summer 44) • They appear to have been formed 
during the war (PL.NEERN for certain) or in aiy case raised to the status of HQs 
(ABTEILUNGEN) • They oane directly under 4 SSL III far operational control at least* 

Their work was mainly intercept, GAs were attached fcr dealing with 
lw grade traffic* In addition IIP Abt PIANDERN trained, equipped aid posted U-Boat 
DP and RT Intercept operators (see para 8 and App "E") • 

Both MP Abteilurgen controlled a number of Naval DP Sub-stations (SONS)* 
S9e under (o) below* 

Each MP Abt had the following personnel 

approx 23 sets (zones = BEREIGHE) with 100 W operators. 

" 20 statisticians/oOLerls 

" 10 cryptographers 

" 10 orderly room and HD personnel 

" 30 guard personnel 
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(b) Naval Main DP Stations (MEHS) 

There was a substantial msriber of these, acme of nhich had been in 
existence since before the war, via* MEHS AHLBECK, LANSENARGEN and SQEST. Far 
other locations see para if* 

They dealt mainly with Intercept , and came under 4 Slfti IH for oper- 
ational control at least* They themselves controlled the work of the snail dots 
("B" - GRBEEEN), and of sons of the MR®. 

Personnel of each MHIS was as follora:- 

apprax 13 sets ( zones sBEREICHE) with 60 TO operators. 

" 10 statist ac ians/clerks. 

" 5 cryptographers. 

11 5 orderly roan and IT personnel* 

11 20 grand personnel. 

(°) N ftval jDF Sub-station s (MENS) 

These, (for Locations see para 4) concentrated chiefly on DP, though 
some Intercept work was done. They confined themselves to lower grade traffic. 

They came under eiiher an MP Abt or an MEHS. Thus, all MENS in NORWAY and the 
BALTIC area as far West as BGRKBM*were under MP Abt DEUTSCHE BUGHT, those in 
HOLLAND, BELGIUM and NQR3H ERANCE under MP Abt PLANDEHN. 

They formed a network called the "DP-netwark" (EE3LNETZ) , which 
however did NOT cooperate with the other services (&A, GAP eto), far matters rel- 
ating to AA defense, Coastal defence, bcmbang of convoys, etc. Stas used GbF 
LT for the purpose of interconn. E.g. if "ANSATZ Quatsch" was called over the 
telephone, this meant that a bearing had been obtained an a unit signalling in 7JT 
on 124.5 m (Ptr HI the call was "ANSATZ Quatsoh - Pernio") • (Convey escorts 
frequency, see also Appendix "G" para 0.)* The matter was reported to MP Abt 
HANDERN and cuts and locations obtained reported to BERLIN. P57 did n o t know how 
results were evaluated (? U-boats etc.}. 

Each MENS bad as persozxnel:- 

approx 5 sots ( zones =BEREIGH2$ with 20 TO operators. 

4 DP operator's 

2 orderly room aid IT personnel. 

Guards supplied by other Navy units. 

(d) ”B" - Gruppen 

These were small intercept groups or dots placed in points of tactical 
importance Sometimes in addition to being u/a of an MEHS they were at the same 
time v/o of a looal formation as well, e.g. ^B" Gruppe NERVI was u/o 7 Security 
Div, but also under MEHS KASERSEE. 

In ECAIY at various tines there were "B" Gruppe n at RCME, VENICE, TRUEST^ 
NERVI, SAN RSJO aid EADUA. 

Personnel varied from Group to Group. Thus NERVI had 1 officer, 2 
Funkme aster, 6 NCOs, and 6 men, whereas SAN REMO had 1 officer and 40 QRs. 

Par details of work of "3" - Gruppe n NERVI and SAN REMO see para 9* 

NOTE; The following diagram illustrates the operational chain at command for 
the DP aid Intercept service 



(see over) 
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f 

HP Abt .DEUTSCHE 



Jt 



III 



T 



N(Lwi 



MENS in N CBNX and BALTIC 
area as far West as BQKKUM 



BUCHT HP Abb ELaNDERN 

MENS in HCfclAND, 
BSjGIUM & N.FRANGE 



Him 



MMMMM 

MENS 



Other MENS "B B Gruppen 

4. LOCATIONS 

NOTE: (inf contained in sub-paras C - G should be talas n with sane reserve). 



A. QKM SKL Chef MNP in » fran beg war ) In CKM bldgs 72-7 6, T3EETTZ 

(Renamed* 1 May 44 - A- 3KL Hi) to 22/23 Nov 43) USER, BERLIN, W.35*# except 

General Refemt "? n (America 
Abtexlung) in the KUNSTSEIDE 
HAUBf 4, MBSSDAMM, BERLIN- 
CHAHLOTTENBURG. 



: fran end Nov 43) With CKM, in Pz GREN EASESN^ 
to Feb/Mar 45 ) EBERSWALDE nr BERLIN. 



i after Feb /Mar 4) j.URICII, bdtvoon II LEI T L 

.TLciELI LLL.VBN (later ?) 

HOLLERITH (?) Abtedlurtt t fran 39 to Feb 4$ Under NIKOLAI KERCHE, BERLOV 

■fflHffi* SDQRF. 

: after Feb 44 ) EBERSWALDE. 

B. Naval HP HQa (MARI NE E gg. AB TE LLUNGEN) 



MP Abt DEUTSCHE BUCHT 
MPAbt 5TANDEIRN 



1 wiiheemskaveVseihjveaeden. 



I till mid Jun 44 : BRUGES (TERLINDEN) • 

* after bombing : Split into an MEHS and ah 

MHE, both at BRUSSELS. 



C. Naval Main DP Stations (MARINE ITO HAUFTSTELIHfl 
MEHS BRUSSELS : 



JS. 

Outside BRUSSELS in or 
near Bugs Castle. 



MEHS AHLBEOK 



Near SWINEMUENDE; in exists noe 
before 1939* 



MEHS BERLITZ 
MEHS LANGENARGEN 

MEHS SOEST 



MEHS GRONINGEN 
MEHS K3RKEKESS 
MEHS STAVANGER 



: Nr BERLIN. 

i On Lake CCSST^NOB. Existed 
before 1939* 

« 

: In RHINELAND nr COLOGNE. 

Mast important sta; existed 
before 1939* lock US Navy 
traffic. 

: No details known 

: Fonned in NORWAY in *1(0. 

: Formed in NORWAY in *40. 



MEHS HJQERING 



Formed in N, DENMARK in , 40. 



• 
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MEHS BREST (Stas at LORJEHE & 
HiYEUX) (?) 

MEHS MOKTPETI.TER 
MEHS BORDEAUX 


: No details knownj 
. n n n ' 

m 

. II tv II { 

• 


Possibly not all 
were MEHSs 


MEHS KARERSBE 

(LAGO di Gt»LDaR0) 


: Nr BOLZANO, Farmed in mid bbp intended 

to be jEknergency HQ (AUSWEICHSTELLE) for 



CKM, than at EBERSBALDE, 



MEHS (?) ATHEl© 
13HS (?) RCME 



PIT was not sure of these aid. ooid& not 
supply any details* 



D« Naval DF Sub- Stations (MA&DjB EEI L l^ENSTELLEN) . 



MPN3 BRUSSELS 
MENS BCRKUM 
MPLS DEN HEDDER 

MENS MiASLOUIS 
MENSs (two stas) BRUGES 

MB© GAP GRISNEZ 
(?) NH© TAORMINA 

E* German Navy Sags Experi mental GagnandB 

HVX - KIEL 1I7XEK (lUGENUK) 

NVK — EEL iZERHJEEN (nr XiUEBEGK) « 



: LONGCHAMPS, in bldg nr the Belgian 

Tennis Club, u/c MP Abt ELANDEKN. 

: U/o MP Abv DEUTSCHE BUCHT* 

Did intercept work as well as DP* 

; Cover name HELENE* After 6 Jun bb- 
also did intercept work* U/o JLP **bt 
RLANIERN* 

: Cover mi® MfMJSI, U/c MP Abt ETtJtDEM. 

: Cover ramBs: ERIGTTE (DP on 100-200 

ja wave band ^JMEWELLEN) ) p and BLJSGA 
(DP an short wave traffic only) . U/o 
MP Abt HINDER!!. 

: Bombed out in May bb-p moved to ETRET..T* 
Did Intercept work as well as DP. U/o 
MP Abt BIfc.NDEHN* 

: Perhaps existed till b 3 (?) « 

(N^CHRIOHTEN VERSU OHS KCM MAN DCB) * 



P* German Nayy Intercept and DE 1 Stas m Spain. 

These were known under oover names and had loo at ions stated below: 

M*RK CaBfa. at MaDRID 

mm. rasen » sevili** 

MiHK NORTE ■ VIGO 

G* "B 11 Gruppen IN ITAIff (dates not oertain) • 

ROME 

VENICE 

TRIESTE 

NERVI (under MEHS KARERSEC) . Still in existence Apr bd (?) 
SAN REMO (under MEHS fciHERSEEp • Still in existence Apr bb • 
BUJ& (plus T7T sta) . 

5* BQUIBBNP 

Fff supplied details of HD and T7T intercept and 
the Intercept Stas workmc under b SKL III* 



DP equipment used by sane af 



- TOP SHg j H jj; 
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A* RT Intercept Seta ; 

HRO (see + below; 

OR 101 
DRGM 

R3A RADIO® 

SCHCiBENLiND 

SKYRTDER 

S»DIR UKW 

\ 

Fu HED DEW 

B. RT Intercept Sets; 

HRO (see + 1)61017) 

LO 6 K 
LO 6 L 

SCH^t’iBEKLiND 

0. HF Sets (for NT and RTV 
E P 2 



Makers: 

National Oanpany (sic) 
US/* 

Hiilipe 

Sooiete Radio Franca is e 
Dr. Bits - VEENHi 

Lorenz - BERLIN 

USA. fiim, name not 
known to H7 

Sadir (FRAN3E) 



Gorman made, firm not 
known to H7. 
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Used At: 



(MP Abt SL/.NDEHN; BL/JCERN 
(MEHS BRUSSELS a id GRONINGEN. 



ani also "B" - Gruppen NERVI 
and SAN REMO. 

MEHS GRONINGEN & KARERSEE. 

MEHS HjQERRING* 



MEHS GRONINGEN; MENS EIREEuT 
& "B n - Gruppe SAN RIMO, 

MEHS GRONINGEN. 



National Company (sic) MP *.bt FLAHDERN; MEHS GRONINGEN. 
UEL 



Lorenz - BERLIN 



MfflS GRONINGEN 



Telefunken 



MP Abt ELiNDERN; MEHS GRONINGEN: 
MENS DEN HELPER. 



ADCOGK GR 101 



Philips 



+ Fff stated that HRO sets were known to exist in BELGIUM and that the German 
authorities made drives to requisition -them. Sildiers, sailors eto were premised 
14 days leave if -they helped to unearth such sets. "These sets are THE best for 
intercept work" R7 said. 

6. WORK ,*T Fn REEERaT (MPBK3H EN BRuUN) . 

The AUXILIARY VESS E LS OQD eV* 

A. History 

(B7 worked an. this code from Mar 43 to Deo 44) . It was the name by vixich the 
Germans referred to the oode used by trawlers, etc, in oanns with land bases, ports 
and other auxiliary vessels. P.7 oould not say whether the RN referred to it by 
this name or not. The Gernans hod been working on this code since the war began. 
The Bn Ref e rat (MUENGHEN BRutlN) dealt exclusively with traffic in this oode 
oovenng HOI® TLTERS and ATLANTIC as far South as FREEIOBN, 



When Ft7 Joined the Fn REFERaT the current code-book hod been in use fbr about 
nine months. The oode was reciphered with the aid of subtractors tables or bcJk 
(WURMBUCH) Thioh changed fortnightly* (Code group subtracted from recipher group - 
B7 quoted formula TWlsF i.e. EURMGHJPPE minus CCDEGRJITT^FUNNGRUEEE) • 

PN thought that this oaLe bock w^b the 3rd edition in use(?). It had been 
reconstructed to the extent of 60 to 7Q# with the aid of a previously current cede 
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'book captured on CRETE, or another Island In the MEDIT ERR.JJEuN * The captured 
bock had been photographed and issued in the foun cf a photostat oopy to the Fn 
Referat* It bare the title "HaVnL COIE No 5" • This made Ftf conclude that the bock 
in use frcm approx Jul 42 to i»pr 43 was oalled "It.VliL CODE No 6", but said he was 
not sure of -this. 

The (?) No 6 Code Book was changed at end ±.pr or beg of Ifay 43# but -the 
same recipher bock continued to be used. Frcn beg Nay 43 to about Jul 43 nothing 
was read until a cryptographer, Cadet (Faehnnoh) LTJSEBEENK (later Sub Lieut - 
Leutnant) noticed that a ml vs is cf May, Jun & Jul traffic revealed that FREETOWN 
had continued to use the \?) No 6 oode bock far 14 days after all olher bases etc 
had changed over to the new book. This overlap allowed the German Navy cryptograph 
ers to break part of the new book. 

In Dec 43 the re cipher bock was changed, the cade bock introduced in a pr/Uay 
43 continuing to be in use. The realpher book ar Bet of tables was now charged 
daily . The period of approx four weeks (? 1 Dec 43 to 1 Jan 44) was considered by 
Ftf as a transition period, for on 1 Jan 44 the traffic became unreadable and cont- 
inued to bo so till Dec 44* when Ftf left the CKM. (Watches were now - in 44 - only 
two per diem i.e. 0800 to 1200 hrs and 1200 to 2000 hrs) • From friends' letters 
to Ftf, in IUjY m 45# it appears that results were NIL in 45 also. When the 
change took place on 1 Jan 44 the Germans started studying the traffic and after a 
vhile assumed that the code book had been o hanged, once more, as well as the re cipher 
book or set of tables. They suspected that the re cipher book or set of tables j 

(tfURMBUCH) was changed daily by means of use of a stencil (EIND SCHuBLCNE) which * 

altered the order in which recipher groups were selected for reciphorm^ code groups.! 

B* Description of Cede and Reoipher System. 

I. Tfta Code Bock. 

Ftf described No 5 Code if which he had seen a photostat copy as a four- figure 
bock of 30,000 groups, in reality a set of three books each with groups ranging from 
0000 to 9999 • The oode was issued in the form of an encode volume and a decode 
volume, each in three parts. The three parts of each volume were called: 

the Ships List - containing all RN & (?) US Navy HQs 
(DIENSTSTELLEN) . 

the Main Code - cede book proper. 

the Geographical List - oontainmg all geographical names. 

Code groups from either of the a/m ports cf the code were used in conjunction with 
indicators (i*MGJENDIGUlIGSGR!IPB^ « These were listed at the beginning of the volume 
(encode and/ or decode) 

Indicators were: SL = "following group is to be taken from Ships Lint 11 
0 = " « « «» « « » " Mata Code" 

Geo a " » » « " " " " Geogr. List" 

« number of four-figure groups were provided as variants far the dear indicators 
(SL or G or Geo), Ftf thought dear Geo was allotted 20 code groups • Spellers were 
used in Mata Code with approx 10 variants eaoh. The clear werd SFUEJi was allotted 
30 oode groups. Ftf also thought that the code (volume containing three. ports) incl- 
uded a "battle oode" (GEFECHTSCCDE) at the end cf the book, but that this was never 
used by auxiliary vessels. i»skBd how many groups there were on each page of the 
oode book, FT said he v&s not sure, but thought there were probably 50 to a page. 

No (?) 6 Oqde - partially roocre treated by Ifer 43 - was the same clear bock, 
with a different arrangement of oode groups. Ftf thought the last bock the Goxr^n 
Navy Cryptographers read, i.e. in use fnan end «pr or beg J&xy 43 to end Deo 43, 
was No (?) 7* 

Ftf quoted from memory the following Code groups out of either book (?) 6 or 
book (?) 7* 
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Shipping Index 


= 9043 


spell 


= 2820 


fran FOG OS 


= 9088 


CiG Plymouth 


= 6528 


Geo List 


= 1936 


Shipping Iidex 


= 3112 



(N*B. All other groups in report are for exrmple's seta.)* 



II. The re oipher sy stem. 

The recopher ‘book or set of tables (WURMBUCH) consisted of approx 100 
pages, each page having 5 columns and 20 - 30 lines. The Germans had reconstructed 
this to the extent of knowing the following details of its use: 

(a) at the front of the recipher book, or set of tables, there was a list of "starting 
point indicators" giving page and line on which reoiphering begins, e.g. 8888 

= page 30 line 9. These indioatcr groups wore fair - figure groups printed 
on a page and hatted. "Starting point' 1 meant always the middle croup, i*e. 
the third, on any given line. 

(b) with the aid of a separate table - on the last page of the hook, probably - 
these recipher indicators were camouflaged (reaiphered once more = UEBER- 
SGHLUESSELT) so that the indicator which was signalled had to be broken before 
finding the group giving the "starting point". This table contained bigrams 
ranging from 00 to 99# and against these were placed tha camouflage subtractors 
for any "unreciphered" indicator "ro^p. Thus: 8888 = page 30 In® 9, is sub- 
tracted from 7818 and camouflaged to 9030 and this process is indicated by 
means of big ram 25. B7 stated that clerks at 6% had told him that at the 
beginning of the Yiur the recipher indicator was not camouflaged. Bigram 25 
was signalled as part of the five-figure re cipher arid code indicator group 

m message, see III. below. 

(o) recipher pages or tables were divided into pages (or tables) for re ciphering 
addresses and signatures and pages (or tables) for reoiphering text. The 
Germans thoujjit that even pages (the pageB on the left of the bock) were used 
for reoiphering addresses aid signatures aid marked them in red, (der dCTJ 
Y/UKM) and that uneven pages (on the right of the bode) were used far rocipher- 
mg text aid marked them m green (der GRUENE "t/URU) • This continued till 
Deo 43, after which drte all reoipher groups were talen from the same pages or 
tables, the latter changing drily. The reciphering of a message proceeded in 
this manner: assume uncanouf la ged re cipher indicator to read 8888, \hich 

means "starting point 15 ”” is on page 30 line 9 (always mid dle - 3rd - group) and 
that the address is six groups long] the 3rd, 4th and 5th groups of line 9 and 
the 1st, 2nd and 3rd groups on line 10 of page 30 '(even, red) would be used to 
recipher the encoded address. The first encoded group of the text would then 
be reaiphered by means of the 4th group on line 10 of page 31 (uneven, green) 
and so on, and if the text was long, tne 1st group, line 1 on page 33 would 
be used, etc* Signatures were NOT signalled, (Usually a message - in oode - 
oontained address only if retransmitted by Y/T sta, eto; i.e. in case of doubt 
as to who originator was. Otherwise there was NO address either. E.g. ((USD 
subtractor) SI (No) FR0I1 FOCOS (GRES’ subtractor) text) . 

(d) Recipbe r gro.ups (4 - figures, were subtracter groups from ■vhich cede groups 
(4 figures) were subtracted (non- carrying) • The Genian cryptographers a . 

CKM used the for mula F = 17 - C i.e, nnrcomgram group (SUNK GRUPIE) = recipher 
group (VUKM) minus code group (CCDECPUHHE) . E.g. W 0000 

(W - F will equal 0) • * ' 

i 

Ilf . traffic and indi c ators. 

Intercepted messages hod the following lay out - 
from i©moiy (figure groups NOT real) - e.g. : 

(see over) 



p,r quoted an example 
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MEa = to » 2 M = ? = ma ■ 25 173 CB 
25000 9030 «f i« iMi ««•< eta 

...» 9030^5000 25 173QB 



where MCA (SCLH* TUT eta) is a land TO sta, 

2DAK " " trawler 

w repeated 

2OTX " " trawler 

25 173® " Hate aid TOO group 

25000 stands far big ram 25 camouflage ing the reoipher 
indicator group (8868) to 9Q30 and 000 code book 
indieator (VEEi'JfflENSICBNNG-RDPIEj 100 variants 

provided) > 

9030 is camouflaged recipher indicator (8888) • 



n 

n 

n 

11 

11 



C* Cryptography - Methods and Results. 



I* Sorting of Traffic 

Intercepted traffic brought to CKM SKL Chef MND III (after 1 May 44* 

4 SKL III) was first sorted out aoocrding to oode bodes (VESPxllBJSJtf) in a dept 
referred to by F7 as the "VEETEILUIC (i,e, TRAFFIC SORTING- OFFICE)* This was done 
by clerks instructed, to do the sorting by looking for certain olmraote rustics in 
the preamble cf the message (Fu SPRUGHKQEF) * The details oonceming traffic in 
all types of known codes (reconstructed or under study) were supplied to traffic 
sorters by the registration or indexing personnel* 



II* Breaking the Re o ipher - . Met hod s Used* 

The next stage was the research and/or work on breaking -the reoipher* ( ‘ODE: 
Messages came to MUENCKEN BR^HT where only one type of oode was being worked on, 
so that once Oils knew the traffic was in that oode (. TnrTT.T i.vrr VESSELS CODE) work 
on breaking the reoipher went straight ahead)* At all periods P W was oonneotod 
with CKK -this work proceeded more car less on tiye same lines* PST is no crypto- 
grapher and oan -therefore not describe how the reoipher was first broken, methods 
of approach eto* ^e oan, however, describe the "drill" in some detail* There 
were six methods or ways m which the reoipher book or tables oould be broken 
(Mar it3 aid earlier - Deo 43) • These were: 

(a) with the aid of two or more messages with the same indicators, say messages 

A and B both starting aid ending with 25OOO 9030 (9030 25000)* This constit- 
uted what -the Germans called "erne SERIE". It amounted to working on two 
messages reciphered with subtracters taken from the same "starting point" mi 
- the book, during the same fortnight* 

(b) with two or more messages with the same "suspected" reoipher group (mit 
selbem VERDaGHTSWURM) . 

(o) with two or more messages containing chanoe repeats (durdh reine DQPHELVOHKQMMEN) 
- this was done with the aid. of HQLIERHH machines* 

(d) -through "rolling" (durdh RGLLEN), a process necessitating the use cf a device 
called the "RGOJi»SCIIINE" (see Appx "D" of report) whereby hypothetical mar- 
oonigram gro\jps were formed with the aid of known maroonigram groups ("Bidden 
von kuenstlichen Fu-gruppen duroh bekannte Fu-gruppen") 

(e) through' (breaking) deciphering of indicator groups (durch Entsohlue b seluag 

der Einsatzgruppen) either (i) through a "chain of indicators" (eine SGHLUESSEL- 

v , . K3IT3$ 

or (ii) through a "ring . of indioatora" (ein SCHLUESaEL- 

ring) 

(f) by «Bana of ddffenemins (mrr^HSltZIEREN) * 
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Recipher - Details. 



(a) Messages wi th pairs of indicators 
S.g. messages u aid B: 



3 pen 
(v) vpu 

1) 25000 
2) 9030 ^ 

2560 -^-— ->• ® 



gbxa 
(v) mta 



4) 1735-^- 



3 8020^| 

6) a . a • 

7) .... 

8 ) a a a * 



ship 

and 

authorities 

in 

area 



1) 25000 

2) 9030 

3) 1728-X 

4) 9035-H- 

5) 8070 — aa ■ 

6) 1?18 

7) .... 

8 ) a a a a 



scsm to 



v/ea ijaer forecast 



till/until 



By means of call-signs of originator and addressee a fitting (suitable) 
clear text was assumed for message A • The cede groups corresponding to such clear 
text were looked up and written under the line in place marked ft, (drawn in black 
pencil), say 904-0, 3020, 1975 etc, aid then the "suspected" subtractor (VERH*GHTS- 
WORM) group was calculated and written above the line in blaok pencil, in place 
marked (5g£i a (T7iP+C) . The '^suspected" subtracter groups in the above example would 
JuVte been 1500j 4755, 9995 etc. If, when applied to message B, these "suspected" 
subtracter groups (1500, 4755# 9995 etc) gave coda groups, say 0882, 5720, 3925, 
which stood fbr clear text fitting that -type of message, then the "suspected' 1 
subtractor group was "oomf irmed" (der ’Turn -v/urde echt gemacht) and underlined in 
red and registered as a confirmed subtractor group (Echter /urm)* It could be used 
for the current fortnight. The Messages u* and B were then said to form a ''SERIE' 1 . 
If -three messages were m a "SERIE", work would be easier, however this was not 
often the case* ’When, during the work of breaking the reoipber (TJUKH2IEEEII) the 
point was reached where spellers were used, progress Was slower, but headway could 
be made going fran A to B and then from B to *», fitting m syllables or letters 
in one and confirming -them in the other message* Time and date groups helped m 
the work. Time was encoded say 18 (group) aid 00 (group). Cryptographers always 
tried 00 first. 

This method was always tried first be fere going over to (b) or (o) etc, 
below* If messages were of -the same length this t&s considered favourab. j and up 
to 70$ cf the text of telegrams could be read. The Germans estimated to intercept 
about six pairs of messages with the same indicators per day - thus getting six 
•'SERIEN". Such occurences were all the more frequent the nearer the end of the 
15 day period apprcaohed, 

(b) Messages with th e same "suspeoted 11 reoinher (subtr aa tor) group. 






Example; addresses (call signs) of message; 
from: (V) ME!. = SCAB; WU 

to ; 2 GZB = G GZB = GBXZ = TANGO (trawler) with SI cade name of 1230 

^OTE; GBXZ as oall sign of ship from the "INDIGAT3P d WHEELS" encoded to GGZB and 
reoiphered to 2GZB). 
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E.g* contents of message: 

1) 91345 

2) 1250 

3) 3020 

4) 1590 

5) 2535 



2063 

90(3 

2720 

1230 

8085 

6550 




SI 

TANGO 
00 FGC0S 



- tot asoiugr 
OSDID/CT^fA 37 



The CA assumed that group 3020 
stood for clear SI and that Ibis 
dear concept was encoded "by means 
of ode group 9043 (known) . He 
then calculated the "suspected" 
-Subtractor (VERIACHTSWURM) , i»e« 
2065, and marked it with a red dot 
(in place marked §) to shew that 
it is a "suspected" sub tract or. 



6 ) 



* 

t 



This was done mostly far addresses (red subtracters)* These "suspected" subtracters 
were then indexed (REGISTRIES!)- ad if another ‘message with the same "svb peoted" 
suhtractar was found it tbs placed next to the first one to he worked on* However, 
the second message had to show the samf "suspected" subtractor group (say 2063) in 
either the same place in the message (in this oase 3rd group) and the message was 
then referred to as an "identical key series" (erne SGHLUESSELGLEICHE SERIE), or 
in a place at intervals of 5 (number of oolumns in the recipher hook) ( EHA SENGLEIGi) 
i*e. 8th, 13th, 18th group, eto, in which oase 'it vas oalled '‘a hiter series" (eine 
BISS-SERIFi) , AND also the suhtractar had to he of the same colour (red or green). 

If the "suspeoted" subtracter, when applied to both messages, formed a "SERIE" and 
yielded clear text fitting tftesQ'two messages, thfe suhtractor was confirmed, under- 
lined in red aid registered. Approx 5 pairs cf messages could he broken - up to 
70$. of text - every day* This was an average figure, YU said , results being 
always better towards the end cf thej>15 day period. Short messages yielded good 
results, because it was known in this case that the suhtractor mugt he green 
(text only) . E.g. message intercepted: from a trawler to GRIMSBY cr vice versa: 

5 4 4 _5_ 

i “*‘1 }*»»« i nun r i 



J L 



text 



text 



Text is fitted m such as: sweep completed, or 

request gate eto 

or if fraa GRIMSBY 

to trawler e.g*: gate arranged. 

This saved a fair amount cf time as fewer possibilities (place of clear text and 
subtractors) had to he tried out. 



(o) T7ith the aid of massages containing chance repeats (reine IXMTiLVORKfMIEN) 



E.g* 

A 

1) 25705 

2) 1635 

3) W 

4) 9954 

5) 1718 

6) 1925 

7) 1777 

8) 8536 



B 

35999 With the an of HOLLERITH machines 

pairs cf - or more - messages were 
7984 o ought m ihich the same maroonigram 

group (Pu-GRUEFS) occurred m the 

1590 sane place, removed at an interval 

of 5, or multiples of 5> grbups 
7638 (HiASSHGIEICH) ; in this instance 

0th, 13th group, eto. FW said that 
in approx 50$ of cases this .as 
mere coincidence (ZUTALL) i.e, 

subtracter X Z 

and 

code JT_ U 

maroonigram group 1500 15*00 . 
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-the par oe triage of coincidences ( 50 $) ‘being roughly the same for both red aid green 
subtracters* Hcwever, all cases were tried out and If, say In Idle above example, 
clear text fitted da message A (3rd group, 1500) , the same clear text was assumed 
to he in the J}x& group cf message B as well* If the assumption proved to he correct, 
about fOfo of the messages concerned could be read (Aug/Sep 43) . 

\ 

(d) Finding mdrs of messages ftSERlEH 11 ) through "rolling 11 (durch ROLLER) * 

This work was done with the assistance of the n R(XL n G-ruppe (see para 3* 

C* I*o aid Appendix "D" of report) and by using material supplied by the HOLLERITH 
machine (?) suh-seo* The various stages of the work are listed below: 

/ 

(i) - with the aid of HQffiEEETH maohines a catalogue was drawn up, of ''all 
marc an 1g ram groups intercepted; listing groups in numeriaal order, 
from 0000 to 9999* 



(ii) - the catalogue of intercepted maroonigram groups listed traffic for a 
fortnight and separated - by means of naikings - red frem green 
subtzactor-groupB • 

(iii) - high frequency known code-groups were then set on the machine (for 
"drill" see Appendix •’D 11 of report) • 



(xv) - all known confirmed subtracter groups (bekaxmte echte WUEBMER) were 
-then taken out of the reconstructed recipher book (WIRMHOGM) and 
put "through the machine in -the hope of getting "artificial marcanigram 
groups" (KHENSTLICHE FUNKGRUEPEB) . These were looted fbr an the 
catalogue mentioned above and if found to occur in two massages in 
the gamp place, or at internals of five, or multiples of five, the 
messages in which -these "artificial marconjLgrnm groups" occurred were 
located and a pair (*8ERIE") farmed* The work was -then handed over to 
cryptographers ("WIJBM2IEHER”) » 

<*) - the crypto graphs r(s) then proceeded along these lines: E.g* messages 
A and N 

A N 



fW lor in 8-th, 131h, 18th 
groups, etc* 

• ••I 

• • •• 

eto 

(vi) - Ihe o ode- group (e*g* 9043 = code fer Si) was known* The cryptographer 
then tried to find out if the ’hrfcif ioial marooni^ram groups" 3026 
found to occur in messages A and N were a re ciphered version of the same 
code-group , or whether it was perhaps a coincidence. In the latter 
oase the messages were separated, no pair ("SERIE") boing fanned* If, 
however, by fitting in a code group far relevant clear text, that 
oede- group appeared to have been used - with reoipher - in making up 
the "artificial maroonigram groups" now found in the&d messages, then 
work proceeded on the two messages A end N* 

- the messages were then placed side by side and the subtracter groups 
which had bedn used to recipher the known code groups in message A were 
applied to the same (or relative) maroonigrem groups ("artificial") in 
message N. 

(viii) - F!7 stated that this work was done at the end of the 15 day period* 



(vii) 




(As) * results were mainly of historical interest* 




cf 



KENNGRUTEEN 



This could be done by attempting to break "a chain of indicators" (eine 
SCHLUESSELKETTE) or "a rug of indicators" (ein SCHLUESSELRING-) • 

(i) "A chain of indicators". 

A pair cr more messages (''SERIEtf") found by other methods (a - o) 
we re required* E»g* 



2£000 

1527 



(NOTE: It did not matter if trigreuns in 
five fagure groups were the same or not, 
because they indicated type of oode bock 
and had many variants* 000 could be the 
same as 1 23 , etc, in clear*) • 



A ssumption ; The messages A and B, being in the Same "STRIE", have 
actually been"reciphered by means of the same tcble aid the reciphering prooeeded 
fmaa the same "starting point". Groups 1527 and 5715 are camouflaged (reciphered) 
"starting point" indicators, the four figure group wiih which reoiphe rang was done 
being indicated by bigrams 25 end 51 respectively* (Cf para 6*B.II.b.)* It was 
therefore assumed that the unoamouflaged "starting point" indicator in such a case 
was 0000 (die RELATIVE GRUEPHl) therefore the camouflage or recipher groups against 
bog rams 25 and 51 (on last page of reoipher bock) would have been 1527 and 5715 
respectively, (The German GAb referred to 0000 in this oase as ihe RELATIV GRUEEE) . 
These "assumed" recipher groups (die angencmnenen WUEHME) were then used as sub- 
tractors for all reoiphe red (camouflaged) indicators in messages with bigrams 
25 aid 51 which hod been registered, and were outside pairs ("SEmEN 1 '), far -the 
15 day period. (Recipher indicators (EINSAT ZGRUEEEN or KEMNGHDEEEN) were registered 
in numerical order for easy reference) ■ Thus: 

"X" 

Messages (AW) 1527 152? 1527 1527 

with birrama i 

W -jP9Q -6521 _7 356 , 6719 

25 6537 5004- A67J. 3818 



■JO#.,. 

6949 



1245 

4-570 



5715 5715 

1144 6 $33 

4^71 9182 



The common difference of 4671 was regarded as proof -that the "starting point" 
indicator - unoamouflaged - was the same in -the case of these two messages (X aid 
Y) * The ooQplement of t,his difference (6439 = 0000 - 4671 ) was taken as the 
difference between the original reoipher (camouflage) groups used to conceal the 
true "starting point" indicator. A new "SERIE" was thus formed, it being assumed 
and proved that, under the camouflage, messages X and Y were reciphered with the 
same subtracter (WURM) • The pair of messages was then horded over to cryptographers, 
who carried on working as at - (a) -above. 



(ii) 



(f indicators". 



This was achieved when, by taking all eb ssages with all bigram recipher 
camouflage indicators, the "chain of indicators" could be couple ted fer traffic 
passed during the relevant fortnight* In such oases all messages could be linked 
together via their bigrun re cipher camouflage indicators* (interred tor’s Mote: 

PW was not very knowledgeable or certain on -this point) • 




f 

E.g.: 
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Biggams: Camouflaged recipher indicators; 



25 


f ‘ 


• •#1 


• nt 


• • • • 


• •• • 


etc 


5L 


Q... 


• ••« 

a 


• • • • 


• • •• 


/•••• 




33 


Mil 


if.. 


• • ■ • 


V 


y* M 




2*1 


• ••• 


• • •■ 


• ••• 


.... 


• • *• 





eto 

Arrows show common differences between the two four-f igure indioatccr-groups 
oonoemed. 



PIJ stated that this metiiod ("aha in" and "ring of indicators") allowed the 
Germans to break into an additional I50 - 200 pairs cf messages ('SERIEN") , hut 
■Hi at these messages could only he read to the extent of 20 - 3Q$ of text. The 
work was done at the end cf the fortnight and took about 1-2 days. It was done 
by ttie extra-vetches (HiTJSY&CHEN) * This brought the total of 300 - 1*00 pairs of 
messages ("SEEUEN 11 ) per fortnight - found hy meihods (a) to (d) above - to approx 
Soo - 600. 

(f) Differencing (DIEFERENZIERM) . 

Iff described -this method as "a variety cf rolling'’ ("Erne Abart des 
Rollens") . Two kinds of differencing work were done at CKM: 

(1) - differencing as an aid to recipher and ocde breaking; this was always 
done with the aid of the catalogue of differences (DIEFERETCZENl&TALOG) . 

(ii) - differencing done for the purpose of finding pairs of- messages ("SERIEtf") 
and "biter series" (BISSE zu Serien) ; this type of work was begun in 
or after Deo 2*3 when the Eo (ERITZ OTTO) Group was specially formed 
for that purpose aid carried on working on old material after j Jan 2*4 
without results. 

I# - Differenoing as an aid to reoibher and code breaking. 

\ 

This was done when approx 20$ of the Code book vas known, not before.' 

Two messages in a pair ("SERIE") vrere wanted. Each group m one message was 
"differenced" ( "DIEFERINZIERT " ) through all groups in the other message and vice- 
versa. The smaller difference was always taken. Differencing was always done 
by hand - Iff said no calculating machines we re ever ised at OKM - and all results 
were catalogued from 0000 to 4999* 

E.g. 9043 - oode for SI 

6528 - " * 0 in 0 HZMOUm 

3525 catalogued = SI - 0 m C HZMOmH. 

Work proceeded an the principle cf PI - E2 = 0< - Cl when the same subtractor was 
used ("wem der selbe Wurm Zugrunde liegt ") , vnere Pi and F2 are maroonigram groups 
(lUNKGRUEPEN) and 02 and Cl are ocde groups (CCDBGRUPTEK) , in messages 1 and 2. 
Cryptographers resorted to differencing when attoapts to break the cede in a pair 
af messages (J 1 SERIE") showed no results. The group (s) in. the messages where CAs 
stopped, were differenced (smaller difference) same place m message or intervals 
of five), aid the resulting four figure group was looked up in the catalogue of 
differences in an attempt to find clear groups vaich might fit in both messages. 

This ms done separately for red and green subtr- ctors. 

E.g. Messages: 



ki. Ii 

8765 1234 



H) 

32 ) 



♦ • •• 
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$ha difference between the Uth groups in xasssagea A and B i*e % 3579 was found 
in the catalogue to be for instance: 



difference between: TnSATHSR 

51 

BS.CM 

eto 



aid SAIL 

NOIC H0T2HBAD 
REPEATED (w) 
GEO LIST 
etc 



If none of the above fitted in the text, differencing for groups 12, car 12 and 17, 
or 12 and 22, eta, were- tried, and so on. F57 stated that many CAs preferred to 
avoid differencing work, saying that "there were too many possibilities" to work 
on, 

II - Differencing for nurpose of finding •pa i rs cf mes sages ("SPKTE N") » _ 

This type of \rark, which was done after the end cf a current fortm^it, 
necessitated knowledge of the code book to the extent of 5Q& - Pff did not explain 
why Group Po (FRITZ OTTO) persisted m carrying on working after 1 Jan 44» when 
both xeoipher and code changed. 

Two messages which were NOT in pears ("SERPEN 11 ) and were "routine messages' 
were picked out. "Routine messages" were recognised by means cf their preamble 
(rUSEtffiUCHKQEP) • W quoted from memory names of stas signalling "routine messages' 



3 AIM (SCAPA) 

3 QLT = AIG 298 (H<MHEAD) 

CQAC - HaLEEaX = AIG 306 tx 312 
AIG 54- 



FREETOWN 
SCAB* .TLiTHER 
AIG 31 

HATSTONE - RNAST 
21 IPS TO ROSXTH 
(QZS) (gates) 

' All groups in two messages cf this type had to be differenced place far 

place and at intervals cf five (STEEIEWGLEICH and Hi^SEEGnEIOH) » This was hard 
work, PW said, aid had to be done by hand. F7 was cf the opinion that with the 
H032J2RITH machines available to CKM this work would not have been practicable by 
mechanical means. 

The formula on the basis of which this vcrk was done was: H - F2 = D, 
where PI and F2 are marccnigram groups (MJNKGRUPPEN) aid D is the difference bet- 
ween Fl and F2, whether large or small (F2 always subtracted from Pi) • Prcti 
this: D + Cl a 02 vhoro Cl r nd 02 rrc ocde groups in messages 1 and 2. Strips 
of paper were used, like the one illustrated be loir (x), on which were marked: 
messages, say A and B, i.e. all groups in B subtracted from their opposite numbers 
in A, the relationship of groups (STELLENGLEC® or H3A SENGLEI CH) and the differences 



S*g.: 




Ma rconigram groups: 



(Fl) 


(12) 


9043 


- 7654- = 2499 


0015 


- 9913 » 1102 


9091 


- 1125 a 8978 



TOT wzm 
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On another strip of paper ((y) be low) were written all known. oaLe groups which 
oc cured most frequently in message A. Assuming "routine messaged was sent from AIG 
31 aid. following groups were inoludwl: 

« 



SI 

bound 

sail 

H2M0UTH 



a 9043 (real example) 
= 0033 
= 1234 
= 6533 



*ar at 



Strip (y) was then placed under strip (x) and groups added, 
intervals of five (STELLE FUER SDELEE ODER HmSENGLEIffi)"." 

(X) 




2499 

iSbL 

1132 



m the same places 



It was then assumed that 1432 was the c corresponding code group in message B, 
under re cipher. Code group 1432 was looked up in -the reconstructed Code book and 
if -the clear word or syllable or text fitted message B, it was assumed that it 
was ‘'good" and the next group was tried. H7 illustrated this as follows, assuming 
1422 in message B (r) FREEDOWN = spell and the next group was tried aid - spellers 
being expected - this group was either OA or MO. as a fair number of Spanish and 
Portugese ships were kncwn to ae.ll at FREED Q7N the spellers GA or MO could be 
assumed to stand for the first syllable of CABO or MONDE respectively. If the 
next group or two fitted the message, the full name of the ship(s) could be found 
with the aid of GRCENER's Handbook of * for Id Mercantile Fleets (DASCHENBUtH DER 
■ffELTH-'-NDELSFLQPTEltf) • (Hoce: these mercantile ships lists etc. were useful only 
in case of neutral ships being merit loned in messages) • If groups thus found 
fitted the messages, the subtracters (F - C = fl) were registered and also tried 
out by "rolling" (Cf (d) above) . 

P if stated that the main aim cf this method was to find new code groups. 

Most successes were achieved with FREED GT7N traffic. Being in possession of 50^ 
of code groups (reconstructed) the Cryptographers could get up to 70£o by working 
according to this method. 

IV) Regi s tration of Cede groups . 

This was done by a team of three men referred to as cede- interpreters 
(CCDEDEUTER) . All decoded material went to them aid. code groups were entered an 
cards, with indices cf frequency etc. Code groups were classified aw: 

(a) Genuine code groups (ECHTE CODE GRUEEEN), marked with two crosses and 
underlined in red, 

e.g. S£ | 
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(b) Kalf-gai uine code groups (HaLBECHTE CODE GRUEPEN), narked only with one 
cross* 

(o) Assvmed code groups (UNEOHTE CCDEGRUEEEJf) - no marks* 



A code group was considered to be genuine if it fitted in approx 100 places, 
ha If- genuine if it fitted in approx 50 places and an assured one if it oooured in 
approx 10-20 places* 

7. WORK AT Fu HEEERftT (ML'tNKFURT^ **ND OTHER SUB-UNITS 
A« The Frankfurt System (VERE. JiREN' FRANKFURT) * 

This was -the cover name for an RN code used ly ships other than auxiliary 
Vessels. IV thought it was a high grade code used by Hag Officers as well* It 
was read till end Feb 43* After that date NO results were ontamed as far as PU 
knew* 

B. RN and 05 Navy Tactical Cades* 

I* General 

P W stated that characteristic of most of these codes was the fact that 
thy were all letter-codes aid that only oerfcain letters of the alphabet were 
signalled* Sane codes were read at Intercept and DP HQs and/or Stas only, some 
were read at the CKM as well - see he low* 

Fff remembered details of ^he following codes: 

LQXO (3-letter code) and the COFOX (4- letter oode) read throughout 
, the war till (?) 44. STATfQN 31 at SCUTHEND transmitted traffic 
in these codes; work was done an Fq Group. 

1 

MEDQX (? 3-letter code) . used an the MEDITERRANEAN, was read an 1 Mh> 

NYKO (4-letier code) and the SYKO (ly letter code) were read tall Mar 
43 y when they went out of use* 

TRAXO ani the ECOO C? letter codes) were read at OKM in (?) Fq Groip; 
thy were known as Invasion "Codes ^ (LANIUNGS CODE!). 

l 

US Navy ? 4-letter codes AQUA. BIK E AND xiMID were in operation after 
£ Jun 44 aid occasionally read at CKM, perhaps hy Fq Group. 

n* Detaals of LQXO and COFOX Codes. 

The LOXO was worked upon at MP Abb EL.JDERN at BRUGES and also at the 
OKM an tine Fq Group where traffic from stas other than 31 SOUTHEND was available* 
Work in the Fq Group was under the direction Of Dr. THGMa (see para 10 PERSGti'adTIES 
in feport) . Results of cryptographic work at BRUGES were sent to the CKM m BERL3RT 
fa? evalmtian and couplet ion. No captured tables or does referring to LQXO were 
available, but "it was broken successfully and read all the time* The system or 
the tables - PW was not sure which - changed in Oot/Hov 44, but traffic continued 
to be read* The LOXO was used for encoding traffic dealing with gates control m 
the TEUMES Ebtuary by STA 31 at SOUTHEND, also by GRIMSBY and patrol vessels. The 
Germans found out that they could always break into the SOUTHEND traffic and every 
effort was cade to take it* Station 31 being rather weak, when MP Abt FLiNEHRiJ 
moved from BRUGES to BRUSSELS m Jan 44 they set up a "directional antenna" (eine 
RIGHLiNTENNE) cf 1000 m length trained on the exact bearing of SOJTHEND. Thr 
oode was signalled in 3 letters; mclyded among those used were: F» H, J, K, II, I T , 

Q, S, T, U, X, Z* The Code was reoiphered, the recipher changing daily. 

The COFQX was on the same lines as the system outlined above* However, 
it was not used so frequently* It was also read at BRUGES* The Code was operated 
by the same type of ships aid perhaps on inter- convoy traffic. 
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8* IM3(kT DF SERVICE (see also para 3 0,11 a aid Appendix "E" of report). 

One of -the tasjjs of UP *ibt ETeNDERN at BRUGES -was -the training and equipping 
cf Intercept and BF operators for the German submarine service. Operators were 
required to speak English well and reach a good standard in KT interception and DP 
operation. Fff stated that he knew of six operators who had sailed on board U-boats, 
but could only recall the name of one, a PO(’TO) (Punk Maat) GRC6SMANN, to vfacn he 
had spoken, and who claimed to have helped in the sinking of a British Cruiser in 
Mar/npr The German Wavy Intercept Service had decided - after 43 “ to attempt 
to place convoy escorts aid meeting points at sea by means of RT intercept and DP 
methods on board U-boats. FW stated that until end *.pr 43 code breaking rcalta could, 
be given to U-boats. After end Apr 43* when cryptographic results were still obtained, 
but with greater difficulty, it was decided to utilize these far strategic purposes 
mainly and rely - if possible - on U-boat DP for locating targets. 

The operator sailed as part of the crew and was equipped with a TELE5UNXEN- 
EP2 special DP set (SPEZLiLPEILER) • (For details of EP2 aid planned new equipment, 
see appendix "E" cf report). 7/hen thB U-boat surfaced - desirable at tines when 
convey aid escorts were on the air - the operator would listen in aid get the bearing. 
The reading had to be reported to the Captain at once. I ¥ thinks -that one bearing 
was considered sufficient to give rough location cf escorts aid/or convoy because: 

(i) if heard on the air ships could be at a maximum., distance of 100 miles (RT range), 
(n) HUied convoys stretched over some distance - between leading and last ship - 
and (iii) what was really wanted was the bearing for setting a course in that dir- 
ection. Pff however confessed that possibly the Germans oversimplified the problem 
and overlooked surh factors as a convoy changing its course after netting calls, or 
traffic being passed at a time -when a U-bcat dared not surface. Asked if DP was 
ever attempted from more than one U-boat aid results ocmmunioated by TO to get a 
"out", R/ replied he did not think so, as "WO U-boat would dare to signal with 
enemy ships around". 

Operators were instructed to listen-in to netting calls cm the frequency 
2410 Kcs (wavelength 124.5 m) . (See also Appendix "C" para C.)« 

9. WORK AT "B" GBUEFEW NERVI AWD SaW REMO. (Pff v/oiked an these units as a TO mechanic 

from Deo 44) 

Work an the "B" Gruppen consisted an watching traffic in TO and RT, and 
such code and cipher work as was done was carried out with the help of material 
provided by QKM cr an MESS (in the oase of NERVI and SAW REMO by MPHS KaRERSEE) • 

"B" Gruppe NERVI watched the "Speedboats - frequency 1 (SCHWELL -BOOTSWELLE) 
of 2150 kcs. This frequency was watohed both fran the land sta(at the group) and 
from on board Italian aid German Navy Units sailing m the LIGURI. 1 N SET. e.g. (?) 
Italian T34s (destreyers or torpedo boats), L..NC3A barques for amn tpt. Two 
operators (one for TO and one far RT) sailed on ship or convey and reported 
to Captain i/c ship(s) any contents cf messages intercepted from Allied ships trying 
to attack them. Traffic taken at N3RVI by operators stationed on laid was sent to 
MHiS BARERSEE. 

"B' 1 Gruppe S«N REMO watohed mostly RT traffic originated ty French. 

The frequency of French patrol boat traffic was 2716 Eos and traffic was in a oefle 
made up of oover nams (on TAROTAFEL lines) with names cf colours far clear figures. 
The mode changed at the end of Mar 45* FW stated that traffic was partly read, 
mainly because the French were so careless. 

30, PERSONALITIES . 

(Ranks are given in Gorman with English equivalents in brackets, where applicable.) 

Kpt-zur-See (Captain) BONTOZ Head of Chef MND IH (later 4 SKL III) till beg 

Deo 43. Rumoured to have been replaced by 
BUFFER below beoause he failed! to make arran- 
gements far security of docs etc which were 
all destroyed in a bombing raid on ni^xt of 
22723 Nov «. 
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Kapitaen (Ccmdr) BUDDE 

Oberregierungsrat Dr TRJffiE 

Funklfaat (PO(WT)) GROSSMfJW 
Kpt-zur-See (Captain) KUPFER 



Faehnrioh (Cadet) later Leutnant 
(Sub-Lieut) LUSEBRINK 



Regierungsrat Dr SCHEUSRLE 



Am&fllat SCHULZE 



ximbsrat SCHVIABE 



Leutnant ( Sub-Lieut) 
Dr STnUDT i.mim 



■Admiral (*j 3 jh 1 ) STUMMEL 



Regie rungs rat Dr THCEL 



CSberregisrung srat T&JKXT 



~ TO P 5E CREE - 
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l/c Evaluation (Chef der liNSVTERTUHG) in 
Chef 13© III, Liter 4 SKL III. Tiis them 
at bfrg 44. 

Head of Genera lref seat ? dealing with US 
Ifevy t raff io« 

U-Boat DF operator. 

Replaced BQIfc*TZ above at beg Deo 43 as head 
of Chef MMD III (later 4- SKL in) . 

i/o watch (TL'iCH LETTER) in Fu Refarat (MDEN- 
CHEN BR^UN) and did good work an auxiliary 
Vessels Code (FREETOWN traffic) ■ 

Took over Fm Referat when formed, in Deo 4-3 > 
by amalgamation of STTETIN, H*J3BURG, and 
BREMEN Seas* 

Worked under Generalreferat "F M on SWEDISH 
Naval traffic in Jul 44-* An ex >7T operator, 

0«R* • 

Head (Refe ratals iter) of Fu Referat (FRANK- 
FURT). 

Till 1 lay 44 "^Jutant" to STUMMEL. Should 
know of Msdio defence measures planned by 
Chef MND IV (later 4 SKL IV) . Wis livod xn 
the .dlGENTINE, speaks Spanish. 

Head of Chef %D (i-IV) in 43 - Mhy 44* 
Interested himself mainly on Asdic defence. 

Head of Fq, Group, dealing mainly with LCKO. 
Ex MP Abt-FUiKDERN (BRUGES) . 

Head of Generalreferat W F" (Gt.BRITEQI & 
RUSSIA) . Peace time cryptographer, perhaps 
ex-MEHS LAIWENARGEN (lake CONSTANCE) . 



C.S.D.I.C. , 
CJJ.F. 

3 Jul ’45 



/L(w.s. valfintene), 

Lt-Col , 
Gerdt. OSDTO ,, CMF. 
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PATTERN OF GERMAN NAVY INTERCEPT ?JT FORM, CSDIC 
(FDNKSHOXJII BLOCK FORMULAE). 



Intercept Sta 
B-STELIiE; 

Range (Area) 

, {Date: 



j Frequency: 
lE KEQUENZ: 

| Tima 6f Taking. 



{From: 

[VON 



lEF: 

[FdlLUfoG: in 



25000 



Pre arable 
FUSFiiUOH KCEF 



Space used for Regis- 
tration eto. 



Hq%q 



I < 4 i 

‘ " | J *-i VL-^S 

UiV 



No. of QIOUPS 

ffiUEPEN No. 100 

UHR2EET GRUFPE. 



’ < 

J , ’ » r *l 

i 

r> ^ 

i 



■ V V * J 
*; t r . 1* i 

•.** ' V-\ 

fv** /i 

* j 

*1 



9030 



2560 



u 



I - — 4 I 



1 ' 5 . 

■* 1 



} * 
fi «■ 

' * :• > 



v ' “HS 

v * I iJV 



.1 > 4 

'*/ , ■ r 

J v i'V '} 



> ,1 V 



1 v 






- t <ty (* '•t 1 1 > 

1 '* 

' 1 •*«’ . ■ ,/ 



, > ’ 'r * 1 

V V , 

» , - (' 4 • 



V > \ , 

] 11 t r's h ' t A- * 



0 M 
* i u 



f 
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Intercept Sta. 


Zone: 


Operator. 


■ — ■■ ■ - 

Date: 


No: 


B-SEELLS: 


HSREICH: 


HCERER: 


DATUM: 





Contents and Remarks 
INHALT UND HEMERKUNSL'I: 



i 



T O P SECRET 
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Appendix "0" (Of para 3.C.II. of report) 

DETAILS CP m ST^S COV ERE D BY THE GSRM.N 1 LNI INTERCEPT SERVICE. OIL SENS 

& FREQUENCIES MEMORISED BY Fff. 

• S^ S COVE R ED BY GERMAN NAVY INTERCEP T SERVICE (1 9A3-I9A 5). 



UNITED KINGDOM; 



USti & DEPENDENCIES: 



EHITfftiLL 

9LEETHCRFBS 

SOAPA 

RQSYTH 

..ULTBEA 

GRIMSBY 

GREAT YARMOUTH 

SHEERNESS 

SOUTHEND 

DOVER 

BRIGHTLINGSIL 

RzilEG-iTE 

NORTH K3REL*JiD RADIO 

PORT E* TRICK RADIO 

PQRTSMDUIH 

DEVGNPQRT 

PLYMOUTH 

EtiLMOUTH 

HOLYHEAD 

LIVERPOOL 

GREENOCK 

LONDONDERRY 

INCHKEITH 

MAT ISLlN) 

BR3II33 EMPIRE: 

HiJjIPiJO 
ST. JOHNS 
VANCOUVER 
SUVA (Fiji) 

FALKLAND ISLANDS 

TRINCQMALEE (Ceylon) 

a*LCUTTa 

BOMBAY 

ADEN 

jJ i TU tJI DR Ia 

BfaSRA 

NICQSL. (Cyprus) 

GIBRkHLkR 

RINELLu (Malta) 

FREETOWN 

ST. HELENA 

"SIALVIS BAY 

SHIONSTOHN 

DiRESSiJAJ/t 

SLANG KQP Pt. 

LiKGRADI 

ESQUmJIP 

ANAS iUA 

BELCONNEN 

HINDERS laid. 

KILIBDINI 



ANNAPOLIS 

MTJ.MT 

HONOLULU 
SUMMIT BALBQ. 

COCO SOLO 
GUAMLJLMD 
KODIAK 
SITKA 

BAKER TN OCCUPIED TERRITORIES INCL. 
INDIGENOUS STAS. 

BEIRUT 

ALGIERS 

BISERTA 

TUNIS 

RABAT 

GiiSABLoNOA 

PORT LYAUTEY 

DIEGO SLUREZ (Madagascar) 

AZORES 

Basil. 

PALERMO 

NAHES 

LEGHORN 

iJJipB 

NICEiAriLLEERiJICHE 

CANNES 

CHERBOURG 

LE HAVRE 

MQRLklX 

RENNES 

E.RIS 

ANTWERP 

BRUSSELS 

BRUGES 

REYKJAVIK 

GREEN H..HBOUR (SpitzUergen) 
GAMM.TECN (Greenland) 

RUSSLi : 

MURMANSK 

ARCHANGEL 



BRAZIL; 



RIO DE JANEIRO 
RECIFE PERNAMBUCO 
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B. OtlL SI&N3 . 

I. MM GEHERuL OJg. SIGNS. 

PERIOD: STRUCK: 

194-3/44 YJH1THLLL 
CLEETHGRPES 

gRTMpny 
SCAPA TO 
DOVER 
LIVERPOOL 
LIVERPOOL fflIP 

IMCHKEEIH 
MAY ISL.JD 
DEVQNPCRT 
SHBER1E SS 
SOUTHEND 
PREETOUN 
BELCCKNEN 
GIBHAIZEaR 
HaLIFuX 
AKN-PCWS 

STTMMTT /R^T.-R fy, 

LCBLLOUA LAl/iCNCLULU 
9BBBBOB& 

PARIS 

M+PKim.T.TiK 

LEGICRN 

II* MiV.iL BASES AMD AtHHCEITIES. 

! SHIES GRIMSBY «REA 

SHIPS AH) ^ITEHCRITIES 
IN AREA P3 FREETOWN 
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GAIL SIGNS: 

W RT 

GYA 

GYE 
GYB 

MPC 

MCA BULL lANNE^/SOABA 

MTU DOVER 

MAD MAD 

RABBLE, S3LEX, (ALEX, 
LIIEBAG 

IS4.C 
MOSES 

UTN 

BULL SjiPETY/SHEERNESS 
31, 36 , 47, 48 

VPU 
VHP 
GYX 
GFH 
NLA 

k 

NBA 
NEM 

NTS NJS 

NJI NJI 

PUM SUM 

MID MID 

- 3 PIC 

- 3 PEU 



I3X USED BY: ? 



1944 



COLE NAMES: 

(KUETLMEN) 

11 



figure - letter - figure 

6 - letter - letter - letter 

7 - letter - letter - letter 



ir 
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XV • Stl-Ltrta AT SEttI 



(° SSf’ 



fran to AZ 



COLE K 



1943/44- letter - figure - letter - figure - letter 
VI* TRaWUE CODE NJJES .*S SR "INDICATIB' D^ETErs" 



1943/44 2 - letter - letter - letter 

VII-DELIVERT GROUE3 (VERTEILER (MJPEart 



UD = also intended for 

1 943/44 QG- - pass to. 

HJ ss Adry. (udiuralty) 

Vm.DEXiIVEIg - *JQDRESSES (VERTEILER ..DRESSEN 



1943/44 Letter - letter - letter. 

0. TL.VELENGTHS AND FREQUENCIES - ( 1943-45) . 

(NqtE: FI? quoted either wavelengths in m. and/or frequencies in MDs 
have "been converted into Kca and are shown in odd* 3.) 




USED by 




ENGLISH CHANNEL. 



N.FRiiNCE, after the invasion. 

STAS: NJS & NJI in N.MLJiCE. 
BHM~Ml.RSET.IJ ES . 

INVASION ..REA (N.BRJKCE) . 

030 PORTSMOUTH, H2M0OEH. 

CONVOY - ESCORT EREQ ( GELEIT ZUGSWELLE) . 

FuTROIS S.FRuNCE 00. ST- (BRETON, EL 

&F2). 

UNKNOWN (TARTAR, NORTON, CROSSWISE). 

SCAB., INCHKEITH, MAY ISLAND (TOCOS), 

LIVERPOOL M.D to "RABBLE" 

(CiO WESTERN AFERQwCHES) • 

SPEEDBOATS in MEDITERRANEAN (Gulf cf 

GENOA) ■ 

BLUS&.TE to "BKEHTSRD". 






NAVELENGOH 

m 




FREQ* 

Kcs 


USED lay STAS AND IN SCNESs 




2.068 


2068 


SCUTHEND 31 to IBOCFiS Control ships. 


155.4 




1995.5 


SIEEHNESS. 


168.5 


1.78 


1780 


OdC NORE, GRIHSBf, GREAT YARMOUTH, NORTH 
FQREHICD, PORT P.tfRIOK RiJEO. 


370 




1765 


DOVER. 


CM VO 00 

rrM 




1744.5 ) 
1702*., 6 ) 
1638.4 ) 


alternative frequencies (AUSWKLCHv/WLT JN ) 





(of para 6«0.III«d>. iv of report) 




A. Deso riotion of RCUALSCHIMEt (FIG 1 an appendix) 

BT compared it to an abacus and gave the following details of its construction 
and handling* The machine is composed of a metal-sheet outer casing of tfixch 
-the top side is illustrated in FIG 1. (area abed). The top side of the 
machine has a cover which can be opened (area e f g h) and part of which (area 
e f i 3 ) 3s covered with glass allowing operator to see tbs first "rollers" 
on each of the four axles (axles with rollers marked k 1 m n) • The remaining 
part of the tap ewer (e f g h) i.e« area i j g h, has four open channels 
through which operator oan see the rollers turn. On the "window" (area e f i 
j) end the left hand side of cover (a e o g) strips are provided on vhich the 
sub tractor group set on the machine' s top rollers and the code groups, oan be 
marked before operating. The four axles (k 1 m n) have usually 10 (scretjir.es 
15) ' rollers" mounted on them. The machine is built in such manner that when 
/ the top cover (e f g h) is opened the "rollers" oan move independently on the 
axles on ”hich they are mounted. 7/hen the top cover is closed* the axles can 
be moved and all "rollers" an -the one axle move with the axle, but not indep- 
endently. The axles are not ooupled, they have to be moved individually. A 
support is provided with the machine allowing operators to place it on their 
desks at on angle of approx 45° from the horizontal. 

3 • The "Rollers ** (Cross-section illustrated m Fig 2 cf Appendix). 

Tna ''Rollers" are made of vood or metal, diameter approx 1 inch and are marked 
from 0 to 9 m an anticlockwise direction. 7/hen the machine is operated the 
axles on which the "rollers" are mounted are turned in a clock-wise direction 
so that 1 follows 0, 2 follows 1 etc* 

Go ‘' Drill fo r setting the machine. Suppose the groups (high frequency known 
cede grcu.p sj 9u45, 2320,' ^528’ eto have to be put through the machine. They 
are written out on the strip at the sile of the machine (area a e o g) starting 
from a line corresponding with the second row of "rollers". The top cover of 
the im chins is opened, allowing "r oilers*' ' to move independently on their axles 
and the "rollers" are set at: (see Fig l) 

0000 on the top row 

10S? " " 2nd " 

3280 " " 3rd " 

4382 '■ » 4 th " 

etc 

Ins group 0X0 is the basic setting (GRUNDEINSTEIIiUNG) for the sub'-ractor 
tr 1 its and is always taken - arbitrarily - for the sake of convenience • FiT 
stated one could set the machine at 1111 (on the top row of "rollers) or aiy 
figures, buC one would have to carry on completing the cyole in any case (see 
D below) 0 

Li* " Poll-’n--;" - "drill 11 . 7?hs n the machine is set, all registered confirmed sub- 

tractor groups (found m the recons tract ed re cipher bock - 7/UHMBCGEN) are t’tmcd 
on the top row a? "rollers m turn, and the resulting "artificial marconigram 
groups" are compared with the catalogue of intercepted maroonigram groups. If 
any "artificial" groups ore found to exist in the catalogue and in the two 
messages, these are made into a pair ("SERIE"). In FIG 1 complement digits of 
cede groups are set with assumed subtracter 00X. In REG 3 confirmed sub tractor 
1257 has been set by "rolling" and "artificial! 1 groups 2214, 9437 -nd 5729 
obtained. 

En F7 stated that this kind of work could ne done by hand als o, but that it would 
take much longer. Therefore, instead of taking frequent code groups $043 2820 
6523 - suspected to be at the basis of some maroonigram groups m traffic - 
and trying to subtract them from all confirmed, registered subtractor croups 



IO 67 , 8280 aid 4582 eto being the groups 
of complements of digits (das SPIEGELBILD) 
which make up the code groups. 
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known to the cryptographers , such as: 



subtracter group (w) 
code group (C) 
marccndgrcan group (p) 



1257 1257 1257 
903 2820 6528 
2234 9437 5739 
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the complement valuss of code group digits are set on the "rollers", assuming 
that an the top raw code group 0000 is set as a starting point, and subtractor 
1257 for instance, and others, are added: E*g» 

subtractor group (W) : 1257 

code group (o)l 0000 

ma roonigzam group (p) : 12^7' 

subtracter groins (w) : 1257 

code groups (0) : 106 

dq roonigram groups (p) 22 



1257 1257 
8280 4582 
9437 5739 



The machine has the advantage of allowing several cede groups to be treated at 
the same tame* 

P« "Rolling" is done separately for red subtracters applied to addresses - code- 
groups aid green subtracters applied to text-ccde-groups • 
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nppeniix n E" (of para 8 of report) 



Fff TBMPU DESCRIITICN OF U-BQkT SEEDIM. 
DF AERJbtTUS & FtMfalT GROSS^MN^ S EXPLOITS." 



U - Boot Spezialpeiler j 

kls U-Boot Spe zualpeiler wurde zuraechst der von Telefunken gebaute "EB 2" mit 
Peilrahmen uni Hilfsantenne benutzt. Der EP 2 1st ein gewoehnlxche r 2+i-Roehren 
Ueberlagerungsempfaenger fuer Batte riebetrieb fuer Grenz und Langvrellen* Dio 
Deutschen beabs icht igten spaeter emen von NVK (Ni»GHRICHTEN VERSUCHS KCM1JID0) 
dntwiakelten "SICHTPEILER" zu benutzen. Der Sichtpeiler macht die Peiluig auf 
emem BRAUNSGHEN RCHR sichtbar, so dass man ohne Ueberlagerung peilen kann* Das 
bedeutet dass man bei der PeilunB von Fonie-Verkehr die sen Verkehr gleichzeitig 
abnehmen 1mm* 

GROSSMRNN hat nach seiner eigenen %diilderung bex sexnem U-Boots Einsatz Forne- 
Verkehr zwischen zwei britischen Exnhexten festgestellt und doese eingepeilt. Auf 
die Peilurg hxn soil der Angriff auf emen brxtxsohen Kreuzer gefahren warden sain* 
Durch Ueberwnchung des Fonde -Verkehrs nach dom Unglue ok und waehrend der Rettung- 
saktion win er die Versenkung des Kreuzers festgestellt haben. 

TRANSLATION: 



at first the TKEJiHJMKFW EP2 - with DF frame and auxiliary aerial - was used as a 
U-boat special DF set. The EP2 is an ordinary four- valve-heterodyne receiver, 
working on batteries, far medium and long wave bands (? 100 - ? 2000 m) . The 
Germans intended to use later an a ^vision" DF set ( "SICHTPEILER) developed by 
the Genu an Navy Sags Experimental Ccmnand (Nachrichten Versuohs Kanmando = NVK) • 
The "vis ion" DF set permits the operator to get thB beam on a cathode ray tube 
(B&iUNSCHE BOHR), so that DFing is possible without a superimposed wave. This 
noaiB that when DFing BT traffic, the latter can be taten down simultaneously • 

according to his own desonpfcion while sailmg On board an U-boat, GROSSMuHN 
intercepted and DF-od BT traffic between two British Naval units. A s a result of 
DFing an attack was made on a British Cruiser, He stated that he confirmed the 
sinking as a result of listening in to BT traffic after the catastrophy and during 
the salvaging operation. 
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